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Backup

Antivirus Software

Access Control (Public ua: Private)
Privileged Access Management (PAM)
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12. Software Update -> Optional

13. Penetration Testin -> Optional

14. Disaster Recovery site (DR) -> Optional
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5. Business Continuity Plan (BCP)
la: Disaster Recovery Plan
(DRP)

6. OS Patching

7. Multi-Factor Authentication
(2FA)

8. Web Application Firewall (WAF)

9. Log Management

10. Security Information & Event
Management (SIEM)

11. Vulnerability Assessment (VA
Scan)
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